chubb unveils cybersecurity — unprecedented protection

FROM Internet-related losses For financial institutions 

Insurance Spotlights Growing Concerns at Banks, Stock Brokerages and Insurers

Faced With Hacking, Extortion, Viruses and Other Online Threats 

SAN ANTONIO, TX, JANUARY 29, 2001 — The Chubb Group of Insurance Companies launched CyberSecurity by ChubbSM  for Financial Institutions, an insurance policy specifically designed to help protect financial institutions against losses resulting from Internet-related security breaches.  Chubb introduced the product at the American Bankers Association Insurance Risk Management Conference. 

“Enterprises are increasingly reliant upon systems to transact their daily business, share information and communicate. This increased dependency on technology to deliver goods and services to customers creates significant vulnerability and exposure to loss. This vulnerability is especially true for financial institutions, which are both among the greatest users of technology and at the leading edge of transactional e-commerce activities," noted Tracey Vispoli, cyber solutions manager in Chubb & Son’s Department of Financial Institutions, Warren, NJ.  "An indication of the magnitude of this exposure is PricewaterhouseCoopers' recent estimate that computer viruses and hackers cost businesses $1.5 trillion worldwide in 2000.” 

Furthermore, Vispoli said the threat doesn’t just come from the Internet.  “Even financial institutions that don’t serve customers online are networked, and therefore vulnerable to cyber-attacks — identity theft, electronic theft, system intrusion, unauthorized access, denial of service attacks and sabotage or vandalism from not only outsiders but even disgruntled employees,” she said.  

In response to such growing threats, Chubb created CyberSecurity by ChubbSM  for Financial Institutions. The policy consists of six insuring clauses:

· E-Theft, which includes custom-tailored insurance protection against compensatory damages if the financial institution is found liable for the theft of confidential customer information (e.g., identity theft);

· Denial or Impairment of E-Service, including loss of business income and extra expenses incurred during the period of recovery (e.g., cost of hiring a public relations consultant to mitigate reputational damages);

· E-Signature, to help protect financial institutions from a direct loss resulting from accepting a customer's electronic signature on secured loan agreements and later finding the signature to be fraudulent;

· E-Communication, including protection in situations involving fraudulent e-mail;

· E-Vandalism, including acts of employees who damage or destroy data; and

· E-Threat, which helps protect financial institutions even if the threat is not carried out, including the expenses of hiring independent negotiators or public relations consultants.

 “Traditional computer crime insurance policies and fidelity bonds weren’t designed to contemplate the specific cyber exposures that a networked world poses for financial institutions.  That’s why we’ve introduced a state-of-the-art policy that combines insurance for direct loss, legal liability and consequential loss to help protect them from the risks of e-business,” said Vispoli. “Cyber-insurance should be an indispensable part of any financial institution’s risk management program.” 
The member insurers of the Chubb Group of Insurance Companies form a multi-billion dollar organization providing property and casualty insurance for personal and commercial customers worldwide through 5,000 agents and brokers. Chubb's global network includes branches and affiliates throughout North America, Europe, Latin America, Asia and Australia. 

In 1964, Chubb formed its Department of Financial Institutions to focus on the breadth of risk management issues within the financial institution sector and to develop products and services that respond to the needs of this unique customer group.  In addition to CyberSecurity by ChubbSM  for Financial Institutions, Chubb offers a full array of property, casualty, fidelity and professional liability products developed specifically for financial institutions.
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